SELCUKLU BELEDIYESi iLKOKULU
E-GUVENLIK POLITIKA BELGEMIiZ

Bilgisayar ve internet, sadece eriskinler i¢in degil; ayn1 zamanda ¢ocuklar i¢in de
oldukga faydali bir ortamdir. Cocuklarin, bir egitim, eglence ve iletisim araci olarak
bilgisayarlardan dogru ve etkin bir sekilde faydalanmasi adina bir¢ok anne baba, ¢aga ayak
uyma ve bilgiye daha ¢abuk ve etkin bir sekilde erisebilmeleri i¢in ¢ocuklarina bu tiir
imkanlar sunmak istemektedirler. Bilgisayar ve internet kullaniminin ¢ocuk ve genclere
sundugu olumlu getirilerinin yaninda, bu kullanimin olumsuz etkilerinin bulundugu da her
zaman g6z oniinde tutulmalidir. Giivenli bir ortam saglamak i¢in, risklerin ¢esitlerini ve
sikligin1 ve bunlar1 azaltmak veya daha da, iyisi ortadan kaldirmak i¢in ¢6ziimler aramamiz
gerekir.Gengler ¢cevrimigi ortamda karsilasilan riskler konusunda daha geng kullanicilar igin
daha giivenli bir internet yaratmanin yollari ile ilgili 6nemli miktarda aragtirma yapilmistir.
Cocuklar ve gencler genel olarak, bilgisayar kullanirken veya internet iizerinde gezinirken
bilgisayara, kendilerine ve ebeveynlerine verebilecekleri zararlar diisiinmezler. Pek ¢ok sorun
ve riskle karsilasirlar. Casus veya kotiiciil(malware) yazilimlarla kars1 karsiya kalirlar.
Cevrimigi genglerin karsilastigi risklerden biri de siber zorbalik veya ¢evrimici magduriyettir:
yani elektronik iletisim sekillerini kullanan zorbalik veya taciz.Siber zorbaligin bazi 6rnekleri
acikca tanimlanabilirken digerleri daha azdir.Siber kelimenin magdurunu korkutmak i¢in
kullandig1 dil ve taktiklerin cezai bir su¢ oldugunun acik isareti oldugu durumlarda olabilir,
baz1 durumlarda ise yalnizca bir sahsin kotii davraniglarindan kaynaklanir.Siber zorbalik,
genellikle eylemin tekrarin1 gerektirir.Siber zorbalig1 yayginlastirma konusunda, 6zellikle
geleneksel zorbaliga kiyasla agik bir anlagma eksikligi var ve bu, yayginligi hakkindaki
istatistikleri etkiliyor.Internetteki siber zorbaliga hitap etmenin bir yolu, okul zorbalig1 ve
siber zorbalik arasindaki baglantiy1 kullanmaktir.Okul zorbaligina, genglerin sahip olduklar1
ve birbirlerine karsi olan iligkileri ve tutumlar1 gelistirmeye calisan girisimler denir.Bu tiir
girisimleri, cevrimdisi zorbaliga kars1 koymak i¢in potansiyel olarak etkili 6nleme tedbirleri
olarak diisiiniilmekte ve ¢evrimigi zorbaliga kars1 koymada da yararli olabilirler. Gengler ve
yetigkinler genellikle ¢evrimici magduriyet konusunda farkli yorumlara sahiptir. Yetiskinler
bazi eylemleri bir sekilde tedavi etme egilimi gosterirken, gengler ayni 6rnekleri akranlari
arasinda normal bir etkinlik olarak agiklayabilir, ancak bunlar ¢evrimdisi bir sorunla
baslar.Okullar, okul ¢apinda bir zorbalik 6nleme programinin olusturulmasini kolaylastiracak
politikalar olusturur ve bu programlar tipik olarak etkinliklerinin periyodik
degerlendirmelerini igerir.Basarili ve etkili programlar, bireysel 6grencilerden ve siiflardan,
egitimcileri ve 6grencileri birlestiren zorbalik karsit1 takimlara kadar, okulda her seviyede
zorbalik karsiti stratejileri tesvik etmek i¢in caligir. Agir internet kullanicilar1 uygunsuz
icerikle ¢evrimigi karsilasabilir; Gengler genellikle cinsel taciz veya cinsel igerige online
olarak maruz kalma ile karsi1 karsiya kalabilir. World Wide Web'deki (WWW) sinirsiz igerik,
olgunlasmamis gengleri istenmeyen cinsel icerigin ve bilginin genis bir koleksiyonuna



gotiirebilir.Ornekler, cinsel iliski talepleri, cinsel konusmalar, cinsel fotograflar gonderme
veya talep etme veya istenmeyen cinsel bilgilerin ifsa edilmesini icerir. Ayrica, istenmeyen
pop-up'lar vasitasiyla cinsel olmayan icerik i¢in web'de gezinirken, gengler bazen miistehcen
icerik veya cinsel imgelem / videolarla kars1 karstya kalirlar.E-posta dolandiriciliklar
alabilirler. Istenmeyen cinsel bulusmalarla ugrasmak igin en yaygin dnerilen strateji, gengleri
bu tiir saglayicilar1 engellemeye tesvik etmek veya onlara yardim etmek veya sorun
yasadiklari ¢evrimig¢i forumdan ayrilmaktir.Cogu geng, utang yiiziinden ¢evrimigi olarak
karsilastiklarinda yetigkinleri dahil etmeme egiliminde olduklari i¢in, ebeveynlerin ve
egitimcilerin, genglerin zorluklarla karsilasabilecegini belirtmek i¢in dikkat etmeleri gereken
isaretlerden haberdar edilmesi gerekir.Bu nedenle, kurslar ve bilgilendirici goriigmeler
genellikle okullarda veya yerel konseyler tarafindan organize edilirken, diger etkin yontemler
filtreleme ve giivenlik duvari teknolojilerini igerir.Buna ek olarak, internet erisimi saglayan
sirketlerin kullanicilari i¢in daha giivenli ¢evrimigi ortamlar saglamalari, dolayisiyla ¢evrimigi
riskleri ele almanin bir bagka yolunu tesvik etmeleri 6nerilir. Genglerin ¢evrimigi
mahremiyetlerini korumalar1 durumunda, internetin olusturdugu risklerin birgogu azaltilabilir
hatta ortadan kaldirilabilir.Kisisel bilgilerin ¢evrimigi olarak agiga ¢ikmasina daha az istekli
olacak sekilde egitilmeleri ve gizliliklerini nasil yoneteceklerini bilmeleri gerekir;Bu tiir
egitim, 6zellikle geng yastan itibaren okullarda 6nemlidir.Ebeveynler ve cocuklar1 arasindaki
nesil boslugu nedeniyle, birbirlerine giiven duymalarini engelleyebilecek ve dolayisiyla
cevrimigi riskin etkili bir sekilde kontrol altina alinmasina neden olabilecek bir yanlig anlama
olasilig1 bulunmaktadir.Bu nedenle, genglerle yetiskinler arasindaki iletisim tesvik
edilmelidir;siber giivenlikle ilgili diyaloga girmek, boslugu hafifletmeye ve giivenlik
tedbirlerini gelistirmeye yardimci olabilir.Bu tiir diyaloglar ayn1 zamanda gengleri
ebeveynlerini ¢evrimigi olan kaynaklar ve web siteleri konusunda egitmeye tesvik edebilir,
Yarin diinyanin liderleri arasinda internet giivenlik tedbirlerini tartismak ¢ok 6nemlidir.
Web'in sagladig1 yararlar modern kiiltiiriimiiziin bir parcasidir ve bir¢ok teknolojik
ilerlememizin genclerin kendilerinin giivenligi konusunda geri tepmesine izin vermemeliyiz.

E GUVENLIK MUFREDATIMIZ HAKKINDA

e SELCUKLU BELEDIYESI ILKOKULU, ¢evrimici giivenligin (e-Giivenlik), bilgisayarlar,
tabletler, cep telefonlar1 veya oyun konsollart gibi teknolojiyi kullanirken, dijital diinyadaki
cocuklarin ve yetiskinlerin korunmasi i¢in vazgecilmez bir unsur olduguna inanmaktadir.

e SELCUKLU BELEDIYESI ILKOKULU, internetin ve bilgi iletisim teknolojilerinin giinliik
yasamin onemli bir parcasi olduguna inanir. Dolayisiyla, riskleri yonetmeleri ve bunlara tepki
vermek i¢in stratejiler gelistirmenin yollarin1 6grenmeleri i¢in ¢ocuklar desteklenmelidir.

e SELCUKLU BELEDIYESI ILKOKULU, egitim standartlarini yiikseltmek, basariy1 tegvik
etmek, personelin mesleki ¢calismalarini desteklemek ve yonetim islevlerini gelistirmek i¢in
toplumun kaliteli Internet erisimi sunma yiikiimliiliiiine sahiptir.

e SELCUKLU BELEDIYESI ILKOKULU, tiim ¢ocuklarin ve personelin ¢evrimigi olarak
potansiyel zararlardan korunmasini saglamakla sorumludur. ¢ Bu politika, yoneticiler,
ogretmenler, destek personeli, ¢cocuklar ve ebeveynler i¢cin hazirlanmistir. ¢ Bu politika,
internet erisimi ve kisisel cihazlar da dahil olmak tizere bilgi iletisim cihazlarmin kullanimi
icin gegerlidir; cocuklar, personel ya da diger kisilere, calistiklar diziistii bilgisayarlar,
tabletler veya mobil cihazlar gibi uzaktan kullanim i¢in okul tarafindan verilen cihazlar igin
de gecerlidir.



COCUK VE ERGENLERE YONELIK e GUVENLIK ONLEMLERI

* Aileye yonelik ¢ocuk ve ergenlere denetimli, sinirli ve amaglh kullanim saglayabilmeleri ile
ilgili bilinglendirme ¢aligmalar1 yapmaktayiz.

« Internetin giivenli kullanimu ile ilgili paketlerin tanitim ve yayginlasmasini saglamak devlet
politikasidir.

* Evlerde limitli internet paketlerinin kullanimini tesvik etmek i¢in rehberlik yapilmaktadir.

» Kullanim farkindaligina yonelik uygulamalar gelistirmek icin derslerde bu konuya 6ncelik
verilmektedir.

*Ebeveynleri denetim yollar1 ve teknolojik imkanlari ile ilgili bilinglendirmek ve gerekli
uygulamalar gelistirmek ve yayginlastirmak. i¢in iiniversiteden akademisyenlerden yardim
alinmaktadir.

CEP TELEFONU KULLANIMI

e Ogretmenler ve yardimci hizmetler personeli cep telefonlarini grencilerin bulundugu
zaman ve ortamlarda kullanamazlar.

e Opgrenciler okula gelirken- 6grenci servisi araci ile gelip gitmeleri ve servis gorevlileri
vasitasi ile 68renciye ulasma kolaylikla miimkiin oldugu i¢in- cep telefonlarin
getiremezler. Herhangi bir sebeple cep telefonlarini okula getirmek zorunda kalan
ogrenciler cep telefonlarin1 Okul idaresinin gosterdigi yere ve ilgili gorevliye, okul
cikisinda almak tizere kapali bir sekilde- teslim etmek zorundadirlar.Sinifta herhangi
bir 6grencinin cep telefonu bulundurmasi ve dolayisiyla kullanmasi yasaktir.

e Smif ortaminda ve okul binasi i¢inde cep telefonu bulundurma yasagini ihlal eden
Ogrencinin birinci ihlalde bir hafta, ikinci ihlalde iki hafta, ii¢lincii ihlalde donem
boyunca cep telefonuna okul idaresi tarafindan (siire bitiminde iade edilmek iizere) el
konulur. Kural ihlali durumunda uygulanacak bu yaptirimi 6grenci velisinin de
desteklemesi i¢in, egitim 6gretim yil1 baginda (ya da 6grencinin kaydi esnasinda)
yapilan yazili s6zlesme ile velinin kabulii saglanir ve imzas1 alinir. Ayrica veli
kurallara uyulmasi esnasinda giicliik ¢ikartirsa bu durum kolluk giiclerine bildirilir.

e  Okul sinirlart igerisinde herhangi bir 6grencinin wi-fi baglantisina erismesine izin
verilmez. Diger ifadeyle 6grencinin herhangi bir yolla sifreyi elde edip kablosuz ag
baglantisina baglanmasi yasaktir. Bu yasagi ihlal ettigi tespit edilen 6grencinin cep
telefonuna bir hafta i¢in el konulur.

e Okul ve derslik sinirlar igerisinde 6grenci tarafindan cep telefonu sadece ders etkinligi
uygulamalari esnasinda, 6gretmenin kontrolii altinda ve ders araci olarak kullanilabilir.
Bu amacin digindaki kullanimlara izin verilmez.

e Ogrenci cep telefon numarasinin, 6grenci velisinin izin verdigi kisiler disindakiler
tarafindan 6grenilmesine izin verilmez.

e Velilerle her yil, egitim 6gretim y1l1 baginda cep telefonu kullanimi konusunda bilgi
verme amagh toplantilar yapilir.

e Ogretmenlerle (egitim dgretim basinda, ortasinda ve sonunda olmak iizere) yilda ii¢
kez yapilan 6gretmenler genel kurulunda okul giivenligi ve dolayisiyla cep telefonu
politikas1 hakkinda degerlendirme amacl tartismalar yapilir. Ulkenizde yasal



zorunluluk olup olmadigina bakilmaksizin, okulunuzda agik bir fotograf ve imaj
politikas1 oldugundan emin olun.

OKULUMUZDA FOTOGRAF YADA VIDEO CEKiMi VE YAYINLANMASI
Okul idaresi tarafindan gorevli kilinanlar haricindeki kisiler tarafindan ve 6grenci
velilerinin bilmek istedikleri etkinlik ve programlar disindaki zamanlarda , okul ve
okul bahgesi sinirlari i¢erisinde fotograf ve video ¢ekimi yapilamaz. Bu yasak bir
ogrencinin diger bir 6grencinin fotograf ve videosunu ¢ekmek istemesi durumunda da
gecerlidir.

Okul idaresi tarafindan gorevlendirilen kisilerin ¢ektigi fotograf ve videolar ancak
Okulun resmi web adresinde ve sanal ortamlarinda, ilgili 6grenci velisinin talep ve
yazili onay1 ile yayimlanabilir. Ogrencisi i¢in onay vermeyen velinin 6grencisi ile ilgili
fotograf ve videolar yayilanmaz.

Velisi tarafindan fotograf ve video goriintiilerinin ¢ekilip yaymlanmasina onay
verilmeyen 6grencilerin, ¢ekim esnasinda psikolojik baski yasamamast i¢in tedbirler
alinir.

Okul gorevlileri tarafindan yayinlanan resim ve videolarda dgrencilerin kisisel
bilgilerine kesinlikle yer verilmez. Ogrenciler, bir video konferans aramasi veya
mesaj1 hazirlamadan veya cevaplamadan 6nce bir 6gretmenin izin isteyecektir. Video
konferans, 6grencilerin yasi ve yetenegi i¢in uygun bir sekilde denetlenecek. (okullar
bunun nasil uygulanacagini ve basarilacagini listelemelidir) Veliler ve bakicilarin
rizasi, ¢ocuklar video konferans faaliyetlerine katilmadan 6nce edinilecektir. Video
konferans, saglam bir risk degerlendirmesini takiben, resmi ve onaylanmis iletigim
kanallar1 vasitastyla gerceklesecektir. Sadece ana yoneticilere video konferans
yonetim alanlaria veya uzaktan kumanda sayfalarina erigsim hakki verilmektedir.
Egitimli video konferans servisleri i¢in benzersiz oturum agma ve sifre bilgileri
yalnizca personel tiyelerine verilecek ve giivence altina alinmis olacak.

OKUL WEB SITESININ YONETILMESI

» Web sitesinde iletisim bilgileri okul adresi, e-posta ve telefon numarasi olacaktir.
Personel veya 6grencilerin kisisel bilgileri yayinlanmayacaktir.

» Okul Midiirii yayinlanan ¢evrimigi igerik i¢in genel yayin sorumlulugunu alacak ve
bilgilerin dogru ve uygun olmasini saglayacaktir.

» Web sitesi, erisilebilirlik fikri miilkiyet haklarina saygi, gizlilik politikalar1 ve telif
hakk1 da dahil olmak {izere okulun yayin yonergelerine uyacaktir.

» Spam maillerden korunmak i¢in e-posta adresleri ¢evrimigi olarak dikkatli bir
sekilde yaymlanacaktir.

« Ogrenci calismalar1 6grencilerin izniyle ya da ebeveynlerinin izniyle yayinlanacaktir.
* Okul web sitesinin yOnetici hesabi, uygun bir sekilde giiclii sifreyle sifrelenerek
korunacaktir.

* Okul, ¢evrimigi giivenlik dahil olmak tizere, toplumun iiyeleri i¢in okul web
sitesinde korunma hakkinda bilgi génderecektir.

E-GUVENLIK POLITIKAMIZ

Digital teknolojiler okul ¢ag1 cocuklari i¢in de olaganiistii imkanlar ve firsatlar
sunuyor. Cocuklar da internet ortaminin sagladiklariyla bilgiye, eglenceli oyunlara ve
benzeri etkinliklere kolayca ve hizlica erisim saglayabiliyorlar. Ancak, digital
teknolojilerin sagladig1 bu harika imkanlarin yaninda, ¢ocugun zihinsel, ruhsal ve
fiziksel saldirilarla, tuzaklarla karsilagsmasi tehlikesinin varligi da hafife alinamaz bir



gergekliktir. Ornek vermek gerekirse internet ortamindaki bir cocugun istem dis1 da
olsa karsisina ¢ikan bir reklami izleme yoluyla ya da arama motoruna bilerek-
bilmeyerek yazacagi yanlis bir kelime sebebiyle pornografik bir siteye girmesi
miimkiindiir ya da ¢ocugun merakini kiskirtan bir gérsel onu zihinsel, duygusal ya da
fiziksel olarak tehlikeye diisiirecek ortamlara stiriikleyebilir. Giin gegmiyor ki, bazi
online oyunlar sebebiyle ebeveynleri korkutan, endiseye ve dehsete diisiiren, ruhsal ya
da fiziksel olarak magdur olmus bir ¢ocukla ilgili bir haber duymamais olalim!
Yukarida kisaca s6z edilmis olan tehlikelerden ¢ocugu korumanin en emin yolu, onu
internet ortamindan tamamen uzak tutmaktir. Ancak ¢ok hizli gelisen digital
teknolojiler sebebiyle ve ne yazik ki, ¢ocugu internet ortamindan tamamen uzak
tutmak miimkiin olmamakta, tamamen yasaklamak sorunu ¢6zmemektedir. Kald1 ki
cevresel etkenler ve ebeveyn tutumlari sebebiyle internet ortamlarini tamamen
yasaklamak ve erisimi engellemek imkansiz bir hal almistir. Bu sebeple ¢ocugu
internet ortaminin olusturdugu tehlikelerden korumak i¢in tamamen yasaklamaya
calismaktan daha etkili tedbirler bulmak zorunlulugu vardir. Oncelikle ifade etmek
gerekir ki, dijital teknolojilerin sahip oldugu imkanlar sebebiyle alinabilecek hi¢ tedbir
cocugu yukarida sozii edilen tehlikelerden yiizde yiiz oraninda koruyamayacaktir.
Dolayisiyla s6z konusu tehlikelerden kendisini korumasi i¢in ¢ocuga bilgi, biling ve
davranis kazandirmaktan, bu hedef i¢in ¢caba harcamaktan daha etkili bir yol
kalmamaktadir. Bu gergekler sebebiyle, okul politikasi olarak 6grencilerimizi internet
ortamlarinin tehlikelerinden ve zararlarindan koruyabilmek i¢in 1srarli ve kararli bir
sekilde uygulamalar gergeklestirir ve gerekli,uygulanabilir yasaklar getiririz.
COCUK VE ERGENLERE YONELIK E- GUVENLIK ONLEMLERI

* Aileye yonelik ¢ocuk ve ergenlere denetimli, sinirli ve amacgh kullanim
saglayabilmeleri ile ilgili bilin¢lendirme ¢aligmalar1 yapmaktay1z.

« Internetin giivenli kullanimu ile ilgili paketlerin tanitim ve yayginlasmasini saglamak
devlet politikasidir. Telekom buna yonelik giivenli internet paketi sunmaktadir.

* Evlerde limitli internet paketlerinin kullanimini tesvik etmek i¢in rehberlik
yapilmaktadir. « Okul aile birliklerinin gii¢lendirilmesi ve tesvik edilmesi gereklidir.

* Genglerin aktif olarak katilacagi sosyal projelerin arttirilmasina ihtiyag vardir.

* Glivenli internet paketi kullaniminin yayginlagsmasina yardimct olunmalidir.

* Aile i¢inde kullanilan bilgisayarlarin kullanictya gore farkli profiller olugturmaya
miisait olmas1 ve giivenli internet hizmetinin de bu profillere gore farkli paketler ile
sunulabilmesi gereklidir. Bununla ilgili calismalara baglanmistir.

 Kullanim farkindaligina yonelik uygulamalar gelistirmek i¢in derslerde bu konuya
oncelik verilmektedir.

OKUL PERSONELI Tiim 6gretmenlerimiz Hizmetigi egitim olarak Internet
Giivenligi egitimlerine katilmaktadirlar. Muammer AKKUS European Schoolnet
Academy tarafindan eSafety Label belgesini almistir. Yine e Twinning mesleki
gelisim portalindan ¢evrimigi ve online mesleki gelisim etkinliklerine katilmiglardir.
Sena KIZILOZ KAYA , bu konuda M.E.B. tarafindan diizenlenen hizmeti¢i egitim
etkinligine de katilmistir ve personele egitim de vermektedir. Ayrica pandemi
dolayisiyla ylizyiize egitim verilemediginden tiim 6grenci ve velilerin katilabildigi
cevrimici e-giivenlik egitimleri yine Sena KIZILOZ KAYA tarafindan verilmektedir.
Cevrimigi giivenlik (e-Glivenlik) politikasi, tlim ¢aliganlarin katilimi igin resmi olarak
saglanacak ve tartisilacak ve korunma sorumlulugumuzun bir parcasi olarak
giiclendirilecek ve vurgulanacaktir. Personel, internet trafiginin izlenebilecegini ve tek



bir kullaniciya kadar izlenebileceginin farkinda olacak. Okul sistemlerini ve
cihazlarini kullanirken takdir yetkisi ve profesyonel davranis gereklidir. Personelin
tiim iiyelerine, profesyonel ve kisisel olarak, giivenli ve sorumlu internet kullanimi
konusunda giincel ve uygun personel egitimi, diizenli temelde ¢esitli sekillerde
saglanacaktir. Calisanlarin hepsi, ¢evrimi¢i davranislarinin okuldaki rolii ve itibarini
etkileyebileceginin farkina varacaktir. Meslegi veya kurumu tehlikeli durumuna
diisiirdiigii veya mesleki yeteneklerine giivenini kaybetmis bir seyin bulundugu
diisiiniiliirse, hukuk, disiplin veya hukuki 6nlemler alinabilir. Filtreleme sistemlerini
yonetme veya BIT kullanimini izleme sorumlulugu tasiyan personelin iiyeleri, Liderlik
Ekibi tarafindan denetlenecek ve sorunlari veya endiseleri bildirmek i¢in agik
prosediirlere sahip olacaklardir. Okul ¢alisanlarin 6grencilerin yaslarina ve
yeteneklerine gore kullanmasi gereken yararli cevrimigi araglari kontrol etmelidir.
Cocuklarin internetin ve dijital teknolojinin giivenilir ve sorumlu kullanicilari
olabilmesi i¢in ana-babanin / bakicilarin oynayacaklar1 6nemli bir role sahip
olduklarin1 kabul eder. Ebeveynlerin dikkatleri, biiltenler, bilgilendirme mektuplari,
okul izahname ve okul web sitesinde okulun ¢evrimigi giivenlik (e-Giivenlik)
politikasina ve beklentilerine yonelecektir. Evde ve okulda ebeveynlerle ¢cevrimigi
giivenlik konusundaki isbirlik¢i, yaklasimi tesvik edilecektir. Evde giivenli Internet
kullanim1 i¢in gosteriler ve Oneriler igeren ebeveyn egitimleri sunma veya diger iyi
katilan etkinliklerde ¢cevrimigi giivenligin vurgulanmasini igerebilir. ebeveyn
egitimleri, birlikte vakit ge¢irme ve spor giinleri,gibi sosyal etkinlikler
diizenleyeceklerdir. Okul Anlagmasi'nin bir pargasi olarak ebeveynlerin ¢evrimici
giivenlik bilgilerini okumalari istenecektir. Ebeveynler, Okula Kabul Edilebilir
Kullanim Politikasi'n1 okumaya ve ¢ocuklariyla etkilerini tartismaya tesvik edilecektir.
Cevrimigi giivenlik konusundaki ebeveynler icin bilgi ve rehberlik, ebeveynlere cesitli
bicimlerde sunulacaktir. Ebeveynler, ¢evrimigi olarak ¢ocuklari i¢in rol modeli olumlu
davranislar tesvik edilecektir. Giivenli internet Giinii Okulumuzda 2020 ve 2021
yilinda etkin ve kapsamli veli destegi ile glivenli internet giinii uzaktan baglantilarla ve
kismi yiizyiize etkinliklerle kutlanmistir. Hafta boyunca seminerler, tanitici afisler ve
webinarlara etkin katilim saglanmistir. Ayrica miidiir yardimcimiz Muammer AKKUS
tarafindan hazirlanan kodlama c¢aligsmalar1 6grencilere evlerinde yaptirilmis okul web
sayfasinda yayinlanmistir. Okulumuz 6gretmeni( Tiirkan DEMIREL) e twinning
portalinda, safer internet SID hesaplarinda paylasim yapmislardir. Daha Giivenli
Internet Merkezi (gim.org.tr) - Safer Internet Center'in resmi
sayfast.http://guvenlinet.org.tr/tr/ Glivenli Cocuk (guvenlicocuk.org.tr) - 13 yasindan
kii¢iik ¢cocuklar i¢in oyun ve eglence portali. Ihbar Web (ihbarweb.org.tr) - yasadisi
icerik i¢in telefon hatt1. Internet BTK (internet.btk.gov.tr) - Internet ve BT yasas1
konusunda farkindalik portali. Giivenli Web (guvenliweb.org.tr) - ¢cevrimigi glivenlik
konulari igin farkindalik portali. SID Page (gig.org.tr) - Daha Giivenli Internet Giinii
Tiirkiye'de resmi sayfasi.Veli ve 08rencilere tanitilmis buralardaki egitici ebeveyn ve
ogrenci bilgilendirici vidolar1 ,sunular1 izlenmistir. Okumuzda ¢esitli web2 araclari
kullanilarak sunular hazirlanmis, panolar ailelerle birlikte hazirlanmastir.
http://guvenlinet.org.tr/tr/ sayfasindan bilgi amagh faydalanilmistir.



SELCUKLU MUNICIPALITY PRIMARY SCHOOL OUR E-SECURITY
POLICY

Computers and the internet are not just for adults; They are also a very useful environment for
children. Many parents want to offer such opportunities to their children so that they can use
computers as an education, entertainment and ¢ ommunication tool in a correct and effective
way to keep up with the times and access information more quickly and effectively. In
addition to the positive benefits of computer and internet useage for children and young
people, it should always be kept in mind that this useage has negative effects. To maintain a
safe environment, we need to look for the types and frequency of risks and solutions to reduce
them or eliminate them. A considerable amount of research has been done on the risks faced
in the teens online environment on ways to create a safer internet for younger users. Children
and adolescents generally do not think about the harm they could cause to the computer,
themselves and their parents while using the computer or surfing the internet. . They face
many problems and risks. They are faced with spyware or malware. One of the risks faced by
online teens is cyberbullying or online victimization: that is, bullying or harassment using
forms of electronic communication. Some examples of cyberbullying are clearly identifiable
while others are less. It may be in situations where the language and tactics the cyber word
uses to frighten its victim is a clear sign of a criminal offense. In some cases, it is only caused
by a person's bad behavior. Cyberbullying often requires repetition of action. There is a lack
of clear agreement on spreading cyberbullying, especially compared to traditional bullying,
and this affects statistics on its prevalence. One way to address cyberbullying on the internet
is school bullying. School bullying is called initiatives that try to improve relationships and
attitudes that young people have and towards each other. Such attempts can potentially be
used to counter offline bullying. They are considered effective prevention measures and can
also be useful in countering online bullying. Teens and adults often have different
interpretations of online victimization. While adults tend to treat certain actions in some way,
young people may explain the same examples as a normal activity among their peers, but
these start with an offline problem. Schools establish policies that facilitate the establishment
of a school-wide bullying prevention program, and these programs typically include periodic
evaluations of their activities. Successful and effective programs work to promote anti-
bullying strategies at all levels at school, from individual students and classes to anti-bullying
teams that unite educators and students. Heavy internet users may encounter inappropriate
content online; Teens can often face sexual harassment or exposure to sexual content online.
Unlimited content on the World Wide Web (WWW) can lead immature teens to a large
collection of unwanted sexual content and information. Examples include requests for sexual
intercourse, sexual conversations, sending or soliciting sexual photos, or disclosing unwanted



sexual information. Also, when surfing the web for non-sexual content via unwanted pop-ups,
teens are sometimes confronted with sexually explicit content or sexual imagery / videos. The
most common recommended strategy for dealing with unwanted sexual encounters is to
encourage or help teens to block such providers or leave the online forum where they have
trouble.Most teens tend not to involve adults when they meet online because of
embarrassment, so parents and educators may face difficulties for teens. Therefore, courses
and informational talks are often organized in schools or by local councils, while other
effective methods include filtering and firewall technologies. In addition, it is recommended
that companies providing internet access provide safer online environments for their users,
thereby promoting another way to address online risks. Many of the risks posed by the
internet can be reduced or even eliminated if teens protect their privacy online. They need to
be trained to be less willing to reveal personal information online and know how to manage
their privacy; this type of education is especially important in schools from a young age.
Because of the gap, there is a possibility of misunderstanding that could prevent them from
trusting each other and thus lead to effective control of online risk.Therefore, communication
between young people and adults should be encouraged; engaging in a dialogue on
cybersecurity can help alleviate the gap and improve security measures. Such dialogues can
also encourage young people to educate their parents about resources and websites that are
online. Discuss internet safety measures among the world's leaders tomorrow is very
important. The benefits of the web are part of our modern culture, and we shouldn't let our
many technological advances backfire on the safety of young people themselves.

ABOUT OUR E SECURITY CURRICULUM

« SELCUKLU MUNICIPALITY ILKOKULU believes that online security (e-Security) is an
indispensable element for the protection of children and adults in the digital world when using
technology such as computers, tablets, mobile phones or game consoles.

« SELCUKLU MUNICIPALITY ILKOKULU believes that the internet and information
communication technologies are an important part of daily life. Therefore, children should be
supported to learn how to manage risks and develop strategies to react to them.

* SELCUKLU MUNICIPALITY PRIMARY SCHOOL has the obligation to provide quality
internet access to the society in order to raise the educational standards, encourage success,
support the professional work of the staff and improve management functions.

« SELCUKLU MUNICIPALITY ILKOKULU is responsible for ensuring that all children and
staff are protected from potential harm online.

» This policy has been prepared for administrators, teachers, support staff, children and
parents.

» This policy applies to internet access and use of information communication devices,
including personal devices; It also applies to school-provided devices for remote use, such as
laptops, tablets or mobile devices on which children, staff or other persons work.

SAFETY MEASURES FOR CHILDREN AND ADOLESCENTS




» We carry out awareness-raising activities for children and adolescents in the family so that
they can provide controlled, limited and purposeful use.

« It is the government policy to promote and disseminate packages related to the safe use of
the internet.

 Guidance is provided to encourage the use of limited internet packages in homes.
* This subject is prioritized in lessons in order to develop applications for usage awareness.

* To raise awareness of parents about control methods and technological possibilities and to
develop and spread the necessary applications. Getting help from academics from the
university.

MOBILE PHONE USE

* Teachers and services staff cannot use their mobile phones when students are present.

* Students cannot bring their mobile phones while coming to the school - as it is easily
possible to come and go by the student bus and reach the student through the service staff.
Students who have to bring their mobile phones to the school for any reason are obliged to
hand over their mobile phones to the place indicated by the school administration and to the
relevant officer, in a closed form to collect them after the school.

* A student who violates the prohibition of having mobile phones in the classroom and in the
school building will be confiscated by the school administration (to be returned at the end of
the term) for one week in the first violation, two weeks in the second violation, and during the
third term. In order for the parents of the student to support this sanction to be applied in case
of violation of the rules, the parents' acceptance and signature is obtained with a written
agreement made at the beginning of the academic year (or during the registration of the
student). In addition, if the parents have difficulties in complying with the rules, this situation
is reported to the law enforcement authorities.

* No student is allowed to access the wi-fi connection within the school boundaries. In other
words, it is forbidden for the student to obtain the password and connect to the wireless
network connection in any way. The mobile phone of the student who is found to have
violated this ban is confiscated for a week.

» Within the boundaries of the school and classroom, the mobile phone can only be used by
the student during the lesson activities, under the control of the teacher and as a lesson tool.
Uses other than this purpose are not permitted.

* A student's mobile phone number is not allowed to be learned by anyone other than those
permitted by the parent of the student.

» Meetings are held with parents every year at the beginning of the academic year to inform
them about the use of mobile phones.

* Discussions are held with teachers (at the beginning, middle and end of education) three
times a year on teachers' general assembly about school safety and therefore mobile phone
policy. Regardless of whether there is a legal requirement in your country, make sure that
your school has a clear photography and image policy.



PHOTOGRAPHY OR VIDEO MAKING AND PUBLISHING AT OUR SCHOOL

* No photographs and videos can be taken within the boundaries of the school and
schoolyards by persons other than those assigned by the school administration and at times
other than the activities and programs that parents of students want to know. This prohibition
also applies if a student wishes to take photos and videos of another student.

* The photographs and videos taken by the persons assigned by the school administration can
only be published on the official web address of the School and on the virtual environment,
upon the request and written approval of the parents of the relevant student. Photos and videos
about the student of the parent who does not give consent for the student are not published.

* Measures are taken to ensure that students who are not approved for taking and broadcasting
photographs and videos by their parents do not experience psychological pressure during
shooting.

* Students' personal information is never included in the pictures and videos published by
school officials. Students will ask permission from a teacher before preparing or responding
to a video conference call or message. Videoconferencing will be supervised appropriately for
the students' age and ability. (Schools should list how to implement and achieve this) Parents
and caregivers consent will be obtained before children participate in videoconferencing
activities. Video conferencing will take place through formal and approved communication
channels, following a robust risk assessment. Only main administrators are granted access to
video conference administration areas or remote control pages. Unique login and password
information for trained video conferencing services will only be provided to staff members
and will be secured.

MANAGING THE SCHOOL WEBSITE

* Contact information on the website will be school address, e-mail and telephone number.
Personal information of staff or students will not be published.

* The School Principal will take overall publication responsibility for published online content
and ensure that the information is accurate and relevant.

» The website will comply with the school's publication guidelines, including accessibility,
respect for intellectual property rights, privacy policies, and copyright.

* E-mail addresses will be carefully posted online to avoid spam mails.

* Student work will be published with the permission of the students or their parents. * The
administrator account of the school website will be protected by appropriately encrypted with
a strong password.

* The school will post information about protection on the school website for members of the
community, including online safety.

OUR E-SECURITY POLICY

Digital technologies also offer extraordinary opportunities and opportunities for school-age
children. With the help of the internet environment, children can easily and quickly access
information, fun games and similar activities. However, in addition to these wonderful
opportunities provided by digital technologies, the danger of the child encountering mental,



spiritual and physical attacks and traps is an inestimable reality. For example, it is possible for
a child in the internet environment to enter a pornographic site by watching an advert that
appears unintentionally or because of a wrong word that he will knowingly or unknowingly
type in the search engine, or a visual that provokes the child's curiosity may endanger him
mentally, emotionally or physically. it can drag the environment. Day after day, let's not hear
a news about a child who has been physically or mentally victimized because of some online
games that scared, anxious and terrified parents!

The safest way to protect the child from the dangers briefly mentioned above is to keep him
completely out of the internet environment. However, due to very fast developing digital
technologies and unfortunately, it is not possible to keep the child away from the internet
environment completely, and banning it completely does not solve the problem. Moreover,
due to environmental factors and parental attitudes, it has become impossible to completely
ban internet environments and prevent access. For this reason, in order to protect the child
from the dangers posed by the internet environment, it is imperative to find more effective
measures than trying to ban it completely. First of all, it should be stated that no measures that
can be taken due to the possibilities of digital technologies will not be able to protect the child
from the dangers mentioned above by one hundred percent. Therefore, there is no more
effective way to protect the child from these dangers than to gain knowledge, consciousness
and behavior, and to strive for this goal. Due to these facts, as a school policy, we persistently
and decisively implement practices and impose necessary and enforceable prohibitions in
order to protect our students from the dangers and harms of the internet environment.

E-SAFETY MEASURES FOR CHILDREN AND ADOLESCENTS

* We carry out awareness raising activities for children and adolescents in the family so that
they can provide controlled, limited and purposeful use.

* It is the government policy to ensure the promotion and widespread use of packages related
to the safe use of the internet. Telecom offers a secure internet package for this.

* Guidance is provided to encourage the use of limited internet packages in homes. * Parent-
teacher unions should be strengthened and encouraged.

* There is a need to increase the social projects in which young people can actively
participate.

» It should be helped to spread the use of secure internet package.

* The computers used in the family should be able to create different profiles according to the
user and secure internet service should be offered with different packages according to these
profiles. Studies on this have been started.

» This subject is prioritized in lessons in order to develop applications for usage awareness.

SCHOOL STAFF, All our teachers participate in Internet Security trainings as in-service
training. Muammer AKKUS has received the eSafety Label certificate from the European
Schoolnet Academy. They also participated in online and online professional development
activities from e Twinning professional development portal. Sena KIZILOZ KAYA, M.E.B.
She also participated in the in-service training event organized by S. and provides training for



the staff. In addition, since face-to-face training cannot be provided due to the pandemic,
online e-security trainings, which all students and parents can attend, are also provided by
Sena KIZILOZ KAYA. The online safety (eSafety) policy will be formally provided and
discussed for the participation of all employees, and strengthened and emphasized as part of
our protection responsibility. Staff will be aware that Internet traffic can be monitored and
tracked to a single user. Discretion and professional behavior are required when using school
systems and devices.

All members of staff will be provided with up-to-date and appropriate staff training on safe
and responsible Internet use in a variety of ways on a regular basis, professionally and
personally. All employees will realize that their online behavior can affect their role and
reputation at school. Legal, disciplinary or legal measures can be taken if it is thought that
something is found that puts the profession or institution in a dangerous position or has lost
confidence in their professional abilities. Members of staff with responsibility for managing
filtering systems or monitoring the use of ICT will be overseen by the Leadership Team and
have clear procedures for reporting issues or concerns. School staff should check useful
online tools that students should use according to their age and abilities.

It recognizes that parents / caregivers have an important role to play so that children can
become reliable and responsible users of the internet and digital technology. Parents' attention
will be directed to the school's online safety (eSafety) policy and expectations on the
newsletters, briefing letters, school prospectus and school website. A collaborative approach
to online safety with parents at home and school will be encouraged. It may include providing
parent education with demonstrations and recommendations for safe Internet use at home, or
emphasizing online safety at other well-attended events. They will organize social activities
such as parent education, spending time together and sports days. As part of the School
Agreement, parents will be required to read online safety information. Parents will be
encouraged to read the School Acceptable Use Policy and discuss its effects with their
children. Information and guidance for parents on online safety will be provided to parents in
a variety of formats. Parents will be encouraged to role model positive behaviors for their
children online. Safe Internet Day In 2020 and 2021, our school celebrated the safe internet
day with effective and comprehensive parent support with remote connections and partial
face-to-face activities.

Active participation was provided to seminars, promotional posters and webinars throughout
the week. In addition, the coding studies prepared by our vice principal Muammer AKKUS
were made by students at their homes and published on the school website. Our school
teacher (Tiirkan DEMIREL) shared their shares on the twinning portal, on their safer internet
SID accounts. Safer Internet Center (gim.org.tr) - The official page of Safer Internet
Center.http: //guvenlinet.org.tr/tr/ Safe Child (guvenlicocuk.org.tr) - Games and entertainment
for children under 13 portal. Thbar Web (ihbarweb.org.tr) - hotline for illegal content. Internet
BTK (internet.btk.gov.tr) - Awareness portal on Internet and IT law. Secure Web
(guvenliweb.org.tr) - awareness portal for online security issues. SID Page (the gig.org.t) -
Safer Internet Day, the official sayfasi.vel parents and students have been introduced around
the educational and informative vidoe students in Turkey, presentations were followed.
Presentations have been prepared using various web2 tools in our school, and boards have
been prepared with families. The page http://guvenlinet.org.tr/tr/ has been used for
information purposes.






